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A.
Purpose

The purpose of this policy is to provide a safe and secure environment for Southern Oregon University and to minimize the potential for theft or damage to property through access control with both mechanical key locks and electronic devices. 
B.
Definitions

1. Access Control - Control of exit/entry to an area through any means (mechanical or electrical). 
2. Credential – A device that activates an electronic reader which in turn causes the system to activate a mechanical device or disengage a lock, permitting access to an area that is otherwise locked. Credentials are commonly referred to as fobs, access cards, or proximity cards.
3. Key – A device that is inserted into a locking mechanism to mechanically cause the lock to disengage, permitting access to an area that is otherwise locked.

4. Grand Master Key – A key that will open all doors in two or more University buildings.

5. Building Master Key – A key that will open all doors in a single University building.

6. Sub-Master Key – A key that will open more than one door in a University building.

7. Change Key - A key that will open a door in a University building.

C.
General Policy
1. All keys and credentials issued under this policy are the property of Southern Oregon University. 

2. The Vice President for Finance and Administration has overall responsibility for the granting of access to University facilities, issuance of all keys and credentials, and the delegation of related duties.

3. The Facilities Management & Planning Department (FMP) is responsible for overall administration of access control systems for all University facilities. All installations or modifications of doors or locking devices in SOU facilities shall comply with FMP Design Guidelines and be performed by or in consultation with the FMP Lock Shop. Any individuals or departments found to have violated this policy shall be responsible for all expenses incurred to rectify the condition.

4. The FMP Lock Shop is the only authorized provider of keys and credentials on the campus, with the exception of Family Housing facilities. It is a violation of University policy for any individual to duplicate any key or credential issued by the University. Keys and credentials shall only be issued with the approval of the Department Head and Building Manager. 
5. Commercial locksmiths are prohibited from working on University facilities and equipment, except as directed by the Associate Vice President for FMP.

6. Electronic access and control technologies provide superior protection and flexibility to keyed locks. It is the policy of the University that electronic access and control systems shall be specified, as appropriate, for all new construction and major renovations. The Associate Vice President for FMP, in consultation with the Lock Shop Supervisor, shall determine the specifications of the required systems. The following principles shall guide the development of electronic access control systems on campus:
a) After-hours access to buildings shall be limited to a few major entry points, which will be electronically controlled.

b) Interior areas containing high value assets or presenting safety-related risks may also be electronically controlled.

c) All doors equipped with electronic access control shall have a key override for use in case of emergency. These keys shall be issued only to Campus Public Safety and FMP (and Student Housing for the facilities it operates).
D.
Key Policy
1.  The Facilities Management & Planning Department shall be responsible for the following: 
a) The keying of locks for all campus buildings;

b) Installation and maintenance of all interior and exterior door locks;
c) Issuance of keys;
d) Establishment of procedures to govern the issuance and control of keys;

e) Maintenance of accurate records and controls to provide accountability for all keys issued; and
f) Issuance of departmental key activity and building key activity reports to department heads and Building Managers, respectively, upon request.  
2. Each University department shall be responsible for the following: 

a) Submitting Key Request and Access Request forms to FMP for keys or credentials for department faculty and staff members;
b) Paying the established fee for replacement if keys or credentials held by department faculty and staff members are lost or damaged; and
c) Immediately notifying FMP when a department faculty and staff member changes department or leaves the University.

d) Keeping track of all department keys and credentials for interior doors.
3. Each Building Manager shall be responsible for reviewing Key Request forms submitted by departments located in the building for which he/she is responsible.
4. Upon receipt of a key or credential, the holder agrees to: 
a) Use and care for the key or credential in a proper manner;
b) Not loan, duplicate or use the key or credential in an unauthorized manner;
c) Immediately report lost keys or credentials to FMP; and
d) Return the key or credential to FMP upon changing department, upon termination, or upon departure from the University.
5. Master Keys

Grand master keys shall be issued only when a compelling need is established, approved in writing by a Vice President or the President, and authorized by the Associate Vice President for FMP. Building or department master keys shall only be issued with written approval of the appropriate Dean, Director, or Department Head. The Associate Vice President for FMP shall approve any master keys issued to University service personnel. 

a) The Associate Vice President for FMP or designee shall authorize keys to electrical and mechanical rooms, except in facilities operated by Student Housing. Student Housing shall be notified before keys are issued to electrical and mechanical rooms in their facilities.
b) Rooms shall not be keyed off of the University master key system unless approved by the Vice President for Finance and Administration.
6. Lost Keys and Credentials (Fobs)
a) Immediately after the loss of a key, the key or credential holder shall fill out a Lost Key Report form and give copies of the completed form to his/her department head and the Building Manager.

b) Upon receipt of the Lost Key Report form, the department head and/or Building Manager shall send the Lost Key Report form to the FMP Lock Shop.

c) Upon receipt of the Lost Key Report form, the FMP Lock Shop shall evaluate the significance of the loss and determine the degree of re-keying (if any) required to maintain the security of the University’s facilities. The Lock Shop shall report its recommendation to the department head, Building Manager, Campus Public Safety, and the Associate Vice President for FMP.
1) If re-keying is not required, FMP will provide a replacement key to the department and charge the department’s index code for the key (See Schedule of Charges below).
2) When the loss of a key compromises security to the extent that re-keying is justified, the department head shall initiate a work order for re-keying. Upon receipt of the work order, FMP shall provide the department head with a cost estimate for the re-keying. 
7. Found Keys and Credentials
To maintain door security on campus, it is essential that any found keys or credentials are immediately turned in to the FMP Key Shop. The Lock Shop will return all University keys and credentials to the authorized key holder.

E.
Electronic Access Control Policy
1. The campus-wide electronic access control system shall be administered and maintained by Facilities Management & Planning. The responsibilities of administration of this system include: 

a) Computer system maintenance including hardware and software updates;
b) Coordination of new installations or upgrades;
c) Selective delegation of authority to grant access privileges;
d) Maintenance of accurate controls and records to provide overall accountability for an individual authorized for access;
e) Programming authorized access into the system; and 
f) Deactivating cards upon notification of loss, theft, termination, or change in status.
2. Facilities Management & Planning shall have primary responsibility for granting access to campus buildings other than those operated by Student Housing. This access shall only be granted upon receipt of an approved electronic access form from the appropriate department chair, director or Building Manager.
3. Individual departments and auxiliary enterprises may also designate a person in their organization to grant access privileges to areas within their control and responsibility. This authority shall be granted at the written request of the appropriate Dean, Director, or Vice President, and upon approval by the Associate Vice President for FMP.

4. The Director of Campus Public Safety may terminate any or all access privileges he/she deems necessary to address a serious security concern. 
5. Information in the access control system database is considered confidential and shall be restricted to authorized individuals. Only the Director of Campus Public Safety and the system administrator will have the rights to generate usage reports from this database.
F.
Procedures

1. The FMP Lock Shop issues keys to SOU employees, students, and other temporarily authorized persons on a need-to-have basis. Only a single key type or numbered key will be issued to any one person. Exceptions may be requested through the FMP Lock Shop and must be approved by the Associate Vice President for FMP. 
2. A change key to a space will not be issued to a person who has been assigned a master key, which provides access to the same space.

3. Key Request Procedure
a) For Education and General Fund (E & G) Buildings, a completed Key Request form must be submitted to FMP at 351 Walker Avenue. The FMP Lock Shop holds Key Request forms and keys for 30 days. If keys have not been picked up during that time, the Key Request will become void.
b) The FMP Lock Shop shall process key requests within 24 hours or notify the Department requesting the key(s) if additional time will be required to process the key request. Keys are issued at FMP and will only be issued to the requestor.

c) The key holder must sign the Key Request form to acknowledge receipt and personal responsibility for the key(s).
4. Key Return Procedure

a) When an employee ends his/her employment with the University, is terminated, or transfers to a different department within the University, that person’s keys shall be turned in to the FMP front office. FMP will acknowledge return of the keys and issue a signed receipt. 

b) It shall be the responsibility of the director/head of the employee’s department to verify the proper return of, and receipt for, keys that were issued to an employee leaving that department.

c) Keys issued to individuals must also be returned to FMP upon the request of the Vice President for Finance and Administration, or the appropriate Building Manager or department head.
5.
Re-Keying

a) E & G Buildings:  When lock cylinder re-pinning is necessary due to normal wear and tear, FMP will cover this cost as a maintenance activity. If a department requests re-keying for security, convenience or other consideration, the cost of re-keying shall be borne by the department. If re-keying is necessary due to the loss of a key or the failure of a key holder to return a key, the department will be responsible for the cost of re-keying (See “Lost Keys and Credentials” above).
b) Non-E & G Buildings:  All costs for re-keying shall be borne by the auxiliary enterprise. 

G.
Schedule of Charges
The following non-refundable charges do not include the cost of labor or miscellaneous supplies:


Change Key
$6.00 for keys to Schlage locks



$7.50 for keys to Medeco high security locks

Replacement Key



Sub-Master Key
Actual cost—not to exceed $100.00


Outside Door Key
Actual cost—not to exceed $100.00


Building Master Key
Actual cost—not to exceed $100.00


Grand Master Key
Actual cost—not to exceed $100.00


Fob
$10.00
H.
Keys for Contractors
1. All keys issued to contractors and their agents shall be subject to the provisions of the Access Control policy above. All keys or credentials remain the property of FMP and shall only be used for SOU business purposes.

2. A deposit of $100.00 shall be paid to FMP for each key or credential. Checks will be held by FMP until the key or credential is returned.
3. Keys and credentials shall only be used for the specified project and must be returned to the FMP front office upon completion of the project.

4. The person who receives the key or credential shall be assigned the key or credential.

5. Neither the contractor nor the contractor’s agent shall be permitted to loan the key or credential, or have the key or credential reproduced in any manner.
6. The contractor shall be responsible for retrieving keys from their employees (or the employees of subcontractors) who no longer work on the project (or upon demand by SOU).
7. The contractor shall be responsible for returning the key or credential to the FMP front office at 351 Walker Avenue. When the key or credential is returned to FMP, the deposit check will be returned to the contractor.
8. If a key or credential that has been checked out to a contractor is stolen, lost or otherwise misplaced, the contractor shall notify the FMP Lock Shop (541-552-6231) immediately. Fees will be charged to the contractor if keys are lost or stolen.
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