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Purpose

The purpose of this policy is to establish and implement procedures for lock and key control of University facilities, to assign responsibility for authorizing the issuance of keys, and to implement procedures for the control of keys.

2.
Through this policy the institution seeks to achieve maximum security for all University property and for all persons relying on  building locking systems for their safety.

B. 
Definitions

1.
University: Southern Oregon University.

2.
Facilities: University building, room, or area to which access is controlled by a key or by a device restricting access.

3.
Restricted Facilities: University building, room, or  area to which access is controlled  by a department head and for which  special arrangements for access must be arranged through the department head.

4.
Equipment: all of Southern Oregon University property protected by a lock or security device including all University-owned vehicles and maintenance equipment. 

5.
Key:  Any device used to gain access/entry to any University space or equipment, including, but not limited to: mechanical keys, fobs, card access, lockboxes, combination-locks, or any specialized manual/mechanical or electrical push button locks with or without key over-ride.

6.
Key holder: person to whom keys are issued.

7.
Terminating employee:  An employee who either leaves the employment of SOU or who transfers to another department within the University.

8.
Grand Master Key: opens all doors in two or more University buildings.

9.
Building Master Key: opens all doors in a University building.

10.
Sub-Master Key: opens more than one door in a portion of a University building.

11.
Change Key:  opens a door within a University building.

12.
Outside Door Key: opens an exterior door of a University building.

C.
Policy

1.
The director of the Facilities Services Department administers this policy under authority delegated by the vice president for finance and administration, which includes the authority to deny the issuance of any key.

2.
The University Facilities Services Department is the sole source for duplicating and manufacturing keys to University facilities and equipment. The Facilities Services’ director has discretionary authority for delegating responsibility for duplication and manufacture of keys.

a.   New buildings and facilities are keyed under the technical direction of the Facilities Services Department locksmith. All new locking hardware and the re-keying of all existing locking and security hardware is the responsibility of the Facilities Services Department lock shop.  

b.
Where practical, multiple keys to the same lock are serially numbered.

c. 
Commercial locksmiths are prohibited from working on University facilities and equipment except as directed by the director of Facilities Services. 

3.
Department heads are responsible for all keys issued by their department to employees and students and for maintaining accurate records of all issued keys.

4.
Facilities Services issues quarterly reports on departmental key activity and building  key activity to the department heads  and building managers, respectively.

5.
Access to Restricted Facilities

a.
Department heads must provide the director of Facilities Services a memorandum of justification and reasons for designating a facility or portion thereof as restricted. The memorandum must list the names of individuals who are authorized to possess keys. The director of Facilities Services provides the director of Security and the Facilities Services Department lock shop with copies of the correspondence and a list of those with authorized access.

b.
The department head is responsible for ensuring that prompt escort service is provided to non-key-carrying persons who  have legitimate reasons to enter the restricted area. Department heads are financially responsible for damage to facilities and equipment caused by delayed access to restricted areas.

c.
The Facilities Services Department director is authorized to issue keys to Facilities Services’ employees who must enter restricted spaces in order to perform their duties when the regularly assigned user of the space is absent. At the request of a building manager, the Facilities Services director furnishes a list of Facilities Services’ employees with access to the affected building or spaces therein. To minimize risk of damage or loss due to cleaning and/or maintenance activities, it is recommended that building occupants store sensitive items in locked desks, filing cabinets, or cupboards. Keys to such equipment are not issued to Facilities Services Department employees except at the specific written request of the department head and building manager.

Access to utilities areas is restricted to service and operating employees of the Facilities Services Department. Department heads, directors, or building managers who believe they require access to these spaces provide written request to the Facilities Services director.

6.
Persons to whom keys are issued are prohibited from duplicating or loaning those keys to any other person.

Employees violating the University key policy are subject to disciplinary action including ineligibility to possess University-owned keys and up to termination of employment. Students violating this key policy are subject to disciplinary actions as described in the Code of Student Conduct.

8.
This policy may be revised at any time without prior notice. All revisions supersede prior policy and are effective upon approval.

D.
Procedures

1.
The Facilities Services Department  issues keys to eligible employees, students, and to temporarily authorized persons on a need to have basis. Only one key type or numbered key is issued to any one person. Exceptions can be requested through the Facilities Services lock shop and are approved by the Facilities Services Director. 

Change keys are not issued to any individual who has been assigned a master key that provides access to the same area.

3.
Obtaining Keys

a.
Submit a completed key request card to the Facilities Services Department at 351 Walker Avenue. The Facilities Services Department keeps key request cards and keys for 30 days. If the keys have not been picked up during that time, the key request card is voided.

b.
The lock shop processes key requests within 24 hours or advises the department if additional time is required. Keys are issued at the Facilities Services Department and only to the requestor.

The key holder signs the key request form acknowledging receipt and personal responsibility for the keys.

4.
Lost Keys

a.
Key holders must promptly report lost keys to their department head, building manager, Security Department, and the Facilities Services Department lock shop. Where appropriate, upon receipt of an approved key request card, replacement keys are issued.

b.
Immediately following the report of a missing key, the Facilities Services lock shop evaluates the significance of the loss and determines the degree of re-keying required to maintain security of facilities. The lock shop reports its recommendation to the building manager, department head, the director of the Security Department, and the director of Facilities Services. Costs of re-keying are the responsibility of the affected department.

c.
When the loss of a key justifies re-keying the locks involved, the department head must initiate the request. Requests are subject to approval by the building manager. Previously issued keys to the compromised lock or area are exchanged at no cost to the current key holders.

5.
Found Keys and Key Turn-In

a.
All found keys must be turned in immediately to the Facilities Services Department lock shop. The lock shop returns all University-owned keys to the authorized key holder.

b.
Employees who terminate employment or who transfer to another department or who possess keys that are no longer needed must turn in their keys at the Facilities Services Department. The Facilities Services Department verifies return of the keys and issues a signed receipt. The department head or director reviews the receipt during the employee’s departmental exit interview. 

c.
It is the responsibility of each department head or director to verify the proper return of, and accounting for,  keys issued to a terminating employee. 

d.
Key turn-in for service personnel, contractors, and others who are not employees of the University is the responsibility of the issuing authority. Keys are turned in directly to the Facilities Services Department. The Facilities Services Department verifies return of the keys and issues a signed receipt.  A copy of the receipt is forwarded by the Facilities Services Department to Business Services.  Business Services issues key deposit refund checks.

e.
Keys issued to individuals must also be returned upon the request of the vice president for finance and administration, appropriate building manager, or department head. 

E.
Schedule of Charges

1.
For Education and General Fund (E&G) buildings: When, due to normal wear and tear, cylinder re-pinning is necessary as a maintenance activity, the cost is paid by Facilities Services. If, because of security, convenience, or other considerations, re‑keying is necessary, such re‑keying is paid by that department.

For non-E&G buildings: When, due to normal wear and tear, cylinder re-pinning is necessary as a maintenance activity, the cost is covered by the non-E&G department.

In the case of compromised security,  a completed Job Order Request approved by the building manager to re‑key the facilities is submitted by the department head to the Facilities Services Department director for further action (see  Job Order Requests on Facilities Services’ web page www.sou.edu/pplant). Facilities Services verifies the request with the building manager.

4.
The costs for re-keying due to loss of or failure to return keys is assessed to the department of the key holder by the Facilities Services Department. Actual re-keying costs are  billed by the Facilities Services Department to the appropriate department. The following nonrefundable charges do not include the cost of labor and miscellaneous supplies: 

Change Key: 
$5.00

Sub-Master Key: 
Multiples of $5.00 for each lock involved, not to exceed $100.00

Outside Door Key: 
Multiples of $5.00 for each lock involved, not to exceed $100.00

Building Master Key:  Multiples of $5.00 for each lock involved, not to exceed $250.00

Grand Master Key: 
Multiples of $5.00 for each lock involved, not to exceed $500.00
KEY POLICY MEMOS
See  following attachments:
REKEYS

All rekeys take priority over all other service requests- Dorm room rekeys need to be completed that day unless told by Housing staff that it is not an emergency. All departments effected by the rekey shall be notified before hand with arrangements made for key replacement.
KEY CARD PROCEDURES
Issuing a key:
1. Key cards are received in the Facility Services office via campus mail or delivered in person.

2. Date stamp the back of the card and place it in the Lock Shop wall file. This file is located in the hall of the front office.

3. Lock Shop will process the request and give to the Office Specialist.
4. Office Specialist will enter the information into Access (key records data base)

5. The Office Specialist will call the requester to let them know the keys are ready for pickup. Once called, the initials of the person doing the calling are placed in the upper right corner of the card. The date of the card is also noted.

6. The card and keys are filed alphabetically in the key drawer.

7. Keys are issued to the owner. Picture ID is required at the time the keys are received. No one other than the owner can pick up the keys. Be sure the keys match the numbers on the request. Note any discrepancies and alert the Lock Shop. Be sure the owner signs and dates the key request card. The card is then placed in the left hand side of the drawer.

8. On a regular schedule, the Office Specialist will take these cards and audit them for accuracy within the Access data base. The date of issuance will then be entered into the data base.

9. The card is then filed alphabetically in the Key Card file boxes found in the office closet. 
RETURNED KEYS

1. Keys should be returned to Facility Services office.

2. When returned, fill out the two part “Return Key Receipt.” Ask the individual             retuning the keys for a reason for the return. If they are no longer employed at SOU, be sure to note this on top of the form.
3. Sign the bottom of the form as the person receiving the retuned keys. Issue the yellow copy to the individual returning the keys. Place the keys in a small envelope and staple it to the white copy of the return form. Process the return in Access, place the envelope and form in the back of the drawer.
4. The Lock Shop will pickup the keys on a regular schedule and leave return form on the left side of the drawer for Office Specialist to file in back closet.

5. If the person is not returning, the key card will be pulled and the return form stapled onto the card. The card is placed in the “former employee” box. File it by the month of the return. These cards are retained for one year. At the end of the year the cards are pulled and shredded.
6. If the person is not leaving SOU, pull the file card, staple the return form onto the card, and return the card to the file box.

ASBESTOS
Any alterations on doors, walls, Ceiling or floor tiles will be cleared by Facility Asbestos personnel before any work can begin. 
CHEMICALS
All Lock Shop personnel must read- understand- and sign off on a hazard communication program before using any chemical or spray.

 Supervisors are responsible for obtaining MSDS information for all new chemicals purchased off campus. A copy must be turned into the MSDS supervisor to be filed in the Facilities Maintenance master MSDS file. Each supervisor is responsible for his/her own section.

SERVICE REQUESTS

All job requests shall be followed up by either phone or e-mail indicating when the job will be started. An additional follow up when the job is completed.
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1. OVERVIEW

This document defines and describes the procedures governing access to Facilities Services offices, shops, and work spaces. Some spaces have multiple definitions depending on specific use, such as the  Break room. Certain spaces have specific or additional access restrictions.  See sections relating to those specific areas for additional information.

PUBLIC ACCESS.  The following areas are considered public access:

Main reception area, NOT including areas behind the counters.
Main hallways: H101, H102, H103, H104.

Restrooms across from the Lock Shop:  M119, W120

Loading dock

SECURE AREAS.  ALL other spaces in the building are considered SECURE, in that non- Facilities Services’ employees should be accompanied by a  Facilities Services’ employee and be on official Facilities Services - related business. Facilities Services’ employees who encounter a non-employee in these areas must courteously but firmly ask of that person who they are seeking or attempt to assist them in their business with Facilities Services. If the person they are seeking is not available, they should be escorted back to the public area to make other arrangements.
Any spaces not specifically noted in this document are considered to be Secure Areas. 

CONTROLLED AREAS.  Controlled areas are spaces where non- Facilities Services’ employees may be while conducting business with the key holder(s) of that space. These areas include:

General Shop 124

Carpenter Shop 123

Welding Shop 126

Electrical Shop 127

Engineering 109

Freight Reception 132

Freight Room (conditional access – to retrieve a parcel only)

Stores (conditional access – conducting stores business only)

Break Room   115

RESTRICTED SPACES.  These are spaces to which access may not be granted to anyone when the key-holder is not present. Exceptions may be granted only under any of the following conditions:

Documented approval of the Department Head or designee, or

Documented approval of the Facilities Services’ Director, or designee, or
Bona - fide emergency personnel.

These areas include:

Director’s office 107

All supervisor offices 103, 104, 106, 108

Admin spaces 112 (Book keeping) 101 (Reception)

Admin spaces 112A, 113A

Conference Room 110

Asbestos Group 116

Lock - shop 122, 121

The entire second floor
Freight Room 133

Mechanical Spaces 118

Engineering Room 109

2. ACCESS,  LOCKING, and  SECURITY of  FACILITIES SERVICES’  DEPARTMENT VEHICLES and EQUIPMENT.

Generally, it is the responsibility of ALL Facilities Services employees to insure that any Facilities Services’ vehicle or piece of equipment is as secure as possible from theft, misuse, or vandalism. SOU Vehicle Policy states “…that all vehicles in use for state business shall be used legally, courteously, and safely.”

Additionally, each employee assigned a vehicle is individually responsible for their vehicle’s security. This includes responsibility for tools and equipment normally carried in/on their vehicle. SOU Key Policy applies.

Facilities Services Internal vehicle guidelines:

1. Vehicles, and tools or equipment stored in/on them must be locked and secure at the end of a work shift.

2. Whenever an employee is out of sight of their vehicle, or away at a distance of 100 yards, the vehicle, tools, and equipment stored in/on it must be locked or made as secure as possible under the circumstances.

3. Never leave vehicle or building keys or rings in the vehicle.

4. Employees assigned vehicles must insure that their keys are stored in a secure place, not generally accessible to the public when the vehicle is not in use.

5. Employees assigned a vehicle shall not loan or assign their vehicle to another Facilities Services employee without their supervisor’s permission. (on-the-job, convenience-related moves are exempt from this requirement, as long as the “other” driver is cleared to drive state owned vehicles.)

6. Employees assigned a vehicle may not loan or assign their vehicle to a non- Facilities Services, SOU employee without the permission of the Business Manager or Director.

7. Vehicles not specifically assigned to an employee or department are controlled by the Business Manager, and all requests for loan or use must be authorized by the Business Manager. Employees should channel such requests through their respective supervisor. In the absence of the Business Manager, the Director may authorize such use.

Use of the FORK LIFT is restricted to the attached list of qualified operators.( see list in appendix A.)  The Fork Lift is NOT to be used, nor keys given to ANY non-SOU employee, especially truck drivers. Maintenance of the Fork Lift is the responsibility of the Building Maintenance Dept Supervisor, and operators should report any discrepancies/problems to that supervisor.

Use of the MOBILE LIFT PLATFORM is restricted to the attached list of qualified operators. (see list in appendix A.)The same restrictions as above apply to operational use of the lift platform. . Maintenance of the lift platform is the responsibility of the Building Maintenance Dept Supervisor, and operators should report any discrepancies/problems to that supervisor.

3. ACCESS to the FREIGHT ROOM

The FREIGHT ROOM 133 is designated a RESTRICTED space.

This room is where inbound UPS, Air Express, and freight items are staged and prepared for campus delivery.  The Maintenance Labor Coordinator, under the supervision of the Building Maintenance Supervisor, is responsible for operation, maintenance, and access to this space.

Bona- fide emergency personnel may be granted immediate access as the emergency condition warrants. Such access must be documented as soon as possible and presented to the Director, Operations supervisor, or Building Maintenance Supervisor.

Routine access to the Freight Room is restricted to the assigned key - holders. 

DAILY UPS ACCESS:  UPS arrives daily around 9:30 and at times Support Services staff is not available to open the door. When this occurs, the following sequence should be followed: The OSII or Admin Prog Specialist should call the Maintenance Labor Coordinator (MLC) and inform them that UPS has arrived. If the MLC cannot return immediately, attempt to contact and advise the Maintenance Supervisor, or any staff from that department that UPS has arrived. As a last resort, the OS II or Admin Prog. Spec. may let the UPS driver into the Freight Room. Staff admitting UPS to the Freight Room must stay with the UPS driver and insure that the door is locked and secure upon departing. 

Facilities Services and other campus employees sometimes request access to the freight room when Support Services staff is not available to deliver a received package. If the request is deemed sufficiently urgent access may be granted by complying with the following sequence:

1. Try to determine if the requestor KNOWS if the package they want is actually IN the Freight Room. The requestor must have the package tracking number and confirm that the shipping company has given them the name of the person who signed for the package. This will avoid wasting staff time on “fishing trips” to see if something has arrived. Confirm that the person who signed for the package is actually a Facilities Services employee, since items are often delivered to other campus locations. 

2. If above conditions are met, attempt to contact and arrange access with the Building Maintenance Supervisor or an available Building Maintenance staff person.

3. If no one else is available, the OS II, or Admin Program Spec may grant access.

4. The Lock - shop is not authorized to grant access to the Freight Room.

5. Persons granting access to a client must remain with that person while in the Freight Room, and insure that the space is locked and secure upon departure.

6. Details of the access must be documented, and if a parcel is taken, proper procedures to record the delivery must be followed. The Maintenance Labor Coordinator or Building Maintenance Supervisor must be notified as soon as is practical.

4. ACCESS to UTILITY and MECHANICAL ROOMS and the SECOND FLOOR
The UTILITY and    MECHANICAL ROOMS 117, 118, and the SECOND FLOOR are designated RESTRICTED Spaces.

Bona- fide emergency personnel may be granted immediate access as the emergency condition warrants. Such access must be documented as soon as possible and presented to the Director and/or Operations supervisor.

According to SOU Key Policy “ ..Access to utilities areas is restricted to service and operating employees of Facilities Services.”   Access to these spaces by any other Facilities Services employee requires approval by the Operations Department Head. An Operations Department employee must accompany that person and remain with them during their use of that space.

Contractors and “outside” service personnel  who require access to these spaces  need the approval of the Director, or the Operations Department Head, or a relevant Supervisor before being allowed into these spaces. Furthermore, they must be accompanied by an Operations department employee while in these spaces. The Operations Department employee must notify the person granting access when the contractor is finished or departs the space.

5. ACCESS to FILE CABINETS CONTAINING PERSONNEL, DMV, and OTHER BUSINESS RECORDS

PERSONNEL: Access to file cabinets containing personnel records is controlled by the Business manager or the designated Office Support person. Supervisors needing access to these records must have the approval of the Business Manager. Access must be for legitimate conduct of personnel matters. Employees seeking access to their records must request such access from their supervisor, who will seek approval from the Business Manager. The Lock - shop is not allowed to grant access to anyone not previously approved by the Business Manager.

DMV and DRIVER CLEARANCE FILES:  The Office Specialist II maintains and controls access to these files. Persons with a legitimate interest in obtaining access to these records must seek the approval of the Business Manager before being granted access. [The Director and Operations Supervisor also have access to these files.] The Lock - shop is not allowed to grant access to anyone not previously approved by the Business Manager

VENDOR INVOICES, BILLINGS, and OTHER BUSINESS RECORDS:  The Admin Program Specialist and Office Specialist II maintain and control access to these files. Records are kept active for two years. Employees needing access to these records should first consult with front office staff before retrieving files. Records more than two years old are archived in the records area on the second floor. Persons needing access to these files must first consult with the Business Manager.  

6. ACCESS to INDIVIDUAL and  DEPARTMENT  FILE CABINETS and DESKS

INDIVIDUAL or DEPARTMENT means file cabinets and desks normally used by one or more members of a section or department containing forms, files, equipment and records used principally by that department in the daily conduct of business. These cabinets and desks may contain sensitive personnel documents, plans, proposals, or other sensitive business documents. They may also contain personal items placed for safekeeping, such as purses, laptops, cell phones, stereos, etc. SOU Key Policy encourages building occupants to use locking desks and file cabinets for just such purposes.  Access to KEYS for these items, as well as access to these items must therefore be tightly controlled.

SOU Key Policy states “….Keys for such equipment are not authorized for issue to Facilities Services Department employees except at the specific written request of the department head and building manager.”

ACCESS to these items in the absence of the key holder(s) is not authorized except with the written permission and in the presence of, the department head. A written note must be left to the principal user or key holder detailing who, when, and why access was granted to the locked file cabinet or desk.

The Lock - shop is not authorized to grant access to these items except as outlined above.

7. VAN KEY DROP BOX

Van keys are normally collected by the Motor Pool Mechanic approximately 7:15 each weekday morning.  After inspecting the paperwork accompanying the van and noting any complaints, the mechanic then brings the keys and paperwork to the Facilities Services’ Office and turns them over to the Office Specialist II who is responsible for Van scheduling.

In the absence of the Mechanic, the Grounds Department supervisor, or designee must perform this task.  The Business manager, or designee may also access this box. In the event none of the routinely designated key - holders is present, Security may also be contacted, but this should be reserved for “urgent” situations only i.e. someone drops their personal keys in by mistake etc. Key number is R-165

8.  ACCESS to FRONT COUNTER DRAWERS

The FRONT COUNTER DRAWERS are in the office space designated as a RESTRICTED SPACE.

The normally locked front counter drawers are the responsibility of the Office Specialist II position.  The front counter drawers contain all of the van keys, as well as new keys awaiting pick-up by clients and keys that have been turned-in. These drawers must remain locked when any of the front office staff are not immediately present.

In the absence of the OS II, any one of the following positions is authorized to open the drawers, in order of preference:

1. The Administrative Program Specialist

2. The Lock Shop ( when covering the front desk only, otherwise, last  ) 
3. The Business Manager

4. The Operations Supervisor

5. The Director.

9. ACCESS to OFFICE SUPPLIES
The Office Supply Rooms 112A and 113A  and are considered  RESTRICTED spaces.

Office supplies for the Facilities Services Department are currently maintained in room 112A. Any Facilities Services employee with legitimate department needs may be given access to the Office supply room.

Access may be arranged with any of the following, in order of availability:

1. Office Specialist II.

2. Administrative Program Specialist.

3. Any available supervisor.

It is the responsibility of the person(s) given access to supplies to insure that the supply room is locked and secure when they are done.

Maintenance and ordering of the office supplies inventory is the responsibility of the Office Specialist II position. Please advise the OS II if you remove the last of an item or notice that an item needs to be re-ordered. Expensive or out-of-ordinary requests for office supplies require the approval of the employee’s supervisor, and may also require the approval of the Business Manager or the Director.

Supply Room 113A contains confidential key and other business records, and the digital camera, and is considered a restricted space. Access to this space is controlled by the OSII position. Persons needing access to this room should arrange access with the following in order of availability:

1. The OS II 

2. The Admin Program Specialist

3. The Business Manager

10.CREDIT CARD FILE CABINET

The file cabinet containing the departmental purchase credit card is located in the Admin Program Specialist/bookkeeping space, 112, and is considered to be a restricted space. The Admin Prog Spec is considered to be the “Custodian of Record” of the card, and is responsible for its control. Persons needing to use the card must arrange to get it from these people, in the following sequence: 

      1. The Admin Prog Specialist

      2. The Office Specialist II

      3. The Business Manager

      4.  The Director.

The Senior Locksmith is authorized to grant access to the card when all of the above people are not available, and the need for the card is urgent. A note documenting the access to the card must be left for the Admin Prog Spec when this occurs.

11. CUSTODIAL  ROOM  

The CUSTODIAL ROOM 114 is designated a SECURE space.
The Custodial room contains tools and supplies used by the Custodial Department to service the Facilities Services spaces. Access to, and use of, tools and supplies in this space is limited to Custodial staff. This room is not locked, however, and in the absence of a member of the Custodial staff may be accessed by other staff to abate a spill, leak, or other problem.  A note should be sent to the Custodial Supervisor if unusual amounts of supplies or equipment are used.

 Tools or supplies must not be removed from this room to service other departments on campus.

12. ACCESS to the  LOCK SHOP 

The Facilities Services’ Lock Shop Rooms 121 and 122 are designated a RESTRICTED FACILITY under the SOU Key Policy. (possibly insert link here ) and a RESTRICTED space under Facilities Services’ Internal Policy. 

13. ACCESS to STORES
Facilities Services Stores Room 129 is designated a RESTRICTED space.
STORES is now “officially” closed.  Stores inventory, however, is being distributed on an as-needed basis to Operations, Maintenance, and Custodial staff.

The Assistant Custodial Supervisor is currently responsible for management and access to Stores. From time to time, section personnel may need access to Stores to perform their duties.  

Access to Stores may be granted by arranging with any of the following in order of availability:

1. Assistant Custodial Supervisor (midnight to 8:30 AM ) 

2. Custodial Supervisor (4:00 AM until 12:30 PM )

3. An available supervisor

4. Front office personnel

5. Business Manager

6. Director

Items removed from stores must be documented using the revised “purchase note” available at the desk. This note also documents the date, time, and identity of the persons using stores. It is the responsibility of the individual using Stores to insure that procedures are followed. Questions related to proper documentation should be directed to the Assistant Custodial Supervisor. Failure to properly document the taking of items will result in denial of access to Stores.

After accessing Stores for any reason, care must be taken to insure that all doors to Stores are locked and secure. This includes freight doors as well as office doors.

Maintenance personnel from the Housing Department, Family Housing Department, and S.U. Physical Plant may from time to time request access to Stores. Access is granted as long as above procedures are followed.

14. ACCESS to the ASBESTOS OFFICE
The ASBESTOS OFFICE, Room 116 is designated a RESTRICTED Space.

Responsibility for this office is the shared responsibility of the Trades Maintenance workers assigned to the Asbestos Group, and the Operations Supervisor.

Since this office may contain hazardous materials awaiting testing, as well as sensitive documents, access is restricted to the Director, Business Manager, Operations Supervisor, and the Asbestos Group staff.

JOHNSON CONTROLS personnel may be granted access to work on the METASYS system.

In emergency situations only, the Administrative Program Specialist or the Lock - shop is authorized to grant access to bona fide emergency personnel.
15. END-OF-DAY FACILITIES SERVICES CLOSING and LOCKUP  PROCEDURES

While overall security of Facilities Services is the general responsibility of all employees, end-of-day closing and lock-up responsibilities are assigned to specific positions.

The FRONT OFFICE is assigned to the OFFICE SPECIALIST - II position. This person is required to:

1. Lock the three drawers at the reception counter.

2. Insure that both supply closets ( Room 112A,113A) are locked

3. Insure that the DMV records and PERSONNEL records files are locked.

4. Lock the Walker Street side door, close the blind, and check to insure that back door by Custodial Supervisor’s office is locked and blind closed.

5. Lock the break room (lunch room) door.

6. Lock the “back” door at the end of main hallway and close the blind.

7. On FRIDAYS, print a copy of the weekend vehicle schedule and leave it on the front desk 

8. Turn off all front office lights, computers and monitors, and the copier/printer/fax. Occasionally, staff may request that copier/printer/fax machine be left on to receive faxes, etc.

9. Lock the front door as you leave.

The FREIGHT ROOM, FREIGHT RECEPTION AREA, REAR SHOP ACCESS DOORS, and BACK LOT GATES are the responsibility of the MAINTENANCE LABOR COORDINATOR position. This person is required to:

1. Insure that INTERNAL doors in the Freight Reception area are locked and/or secure:

a. Roll-up door to HOUSING MAINTENANCE AREA

b. Roll-up door to STORES

c. Door to STORES

d. Double doors to Freight Room

2. Insure that large freight door to the DOCK is secure.

3. Lock the outside FREIGHT RECEPTION Room door.

4. Lock the outside rear access to shops door (near Room 131).

5. Close and lock the rear Walker Ave and Stadium Street gates. This may vary seasonally as responsibility is coordinated with the Housing Maintenance Staff. Generally, during the school year, Housing Maintenance will close and lock the Stadium St. gate.

The CARPENTER SHOP exterior door is the responsibility of the Carpenter position.

The WELD SHOP exterior door, GENERAL SHOP roll-up and exterior doors, and front Walker Ave gate are the shared responsibility of the ELECTRICIAN, and LOCKSHOP, whichever is last to leave. In their absence, their supervisor must notify the OFFICE SPECIALIST II who is responsible to insure that these doors and gate are locked and secure.

The MOTOR POOL shop doors are the responsibility of the Mechanic position.

The LANDSCAPE MAINTENANCE DEPARTMENT  vehicles, office, warehouses, and east gate are the responsibility of the senior Groundsman II position on site.

 STATEMENT

The over-all mission of the Lock Shop department is the protection of lives and property of the campus community. The Lock Shop is responsible for engineering key system for all new construction and remodels. Some of our services include door re-keying, new hardware installations, repair of existing hardware, also the installation of handicap operators. 
Our locksmiths are security professionals; in addition to repairing and maintaining locking mechanisms for all campus buildings, they are ready to assist with ADA (Americans with Disabilities Act) issues and fire/life safety as applied to doors and hardware. 

Maintaining accurate, effective access control- with both keys and electronic devices- is critical to protecting the campus. The majority of thefts occur without forced entry (most probably via key), so it is imperative that proper control is maintained on all levels. The long term view of the campus is to have all buildings controlled with electronic cards or fobs.
To accomplish this goal, we as locksmiths will be trained to the highest standards necessary and be provided with all the resources available to keep our campus safe and secure.
CAMPUS HARDWARE
Southern Oregon University Hardware Design Standards

In order to maintain maximum control over state property and equipment here at Southern Oregon University, certain policies and procedures are followed. It is imperative that all hardware installations, new or existing be the sole responsibility of the SOU Locksmiths. Any contacts concerning keys, locks, lock hardware, and lock systems information should also be made directly to the Facility Services Lock Shop to Doug Litwiller,  Locksmith Supervisor  541 552-6882   
Revised: 01/07/04
Finish Hardware General Requirements

One set of instruction sheets/parts list for each movable item

One each of any non-standard installation tool

All left over locking hardware parts not installed

Exit Devices

Von Duprin CD99NL x 990NLR x 612 or 626

Absolutely no surface or vertical rods

Locknetics-Electronic Access Control (Ingersoll-Rand)
Proximity Readers

CT1000PS /w PX95xKP78 Prox card/ fob reader w/ keypad

CM993-PXK-06-ATK
CM5196-PXK-06-ATK
Locksets
Cylindrical: Schlage “D” RHO Levers 612 or 626

Mortise: Schlage L9000 series
Door Closers

LCN – Prefer 4040 Non handed where ever possible
Interior: 4041 
Must meet ADA Requirements for pull

Automatic Door Openers

LCN -4642 w/Reese Switch #04960-412

Hinges

Stanley or McKinny Three Knuckle Full Mortises
Exterior- 5x4.5 BB NRP 
Interior- 4.5 x 4.5

Brass or Stainless Steel

Mullions

Entrance doors- Von Duprin Keyed Removable- KR4954

Interior- Von Duprin

Electric Strikes
Heavy duty- fail secure

Prefer HES #9600 Surface mounted where possible

Fire Alarm System

Notifier-Division of Pitway Corp.

Rest Room Fixtures

Bobrik- all toilet tissue dispensers “Eclipse QuickView” 9”Twin Jumbo #56T
